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Figure 
1
: Page Rankings (
#
 Viewers) of Leading Social Networking Sites, By Country
)

	Country 
	Facebook Page Rank 
	Local Competitor Rank 
	Competitor Name 

	Lebanon 
	1 
	19 
	Maktoob 

	Turkey 
	2 
	7 
	Mynet 

	Jordan 
	3 
	8 
	Maktoob 

	Egypt 
	3 
	10 
	Perfspot 

	US 
	5 
	3 
	Myspace 

	Kuwait 
	6 
	7 
	Maktoob 

	UAE 
	7 
	8 
	Maktoob 

	Iraq 
	7 
	9 
	Maktoob 

	Saudi Arabia 
	10 
	8 
	Maktoob 

	 (
Data 
Source: Alexa.com
,
 see 
Appendix
 1 for details
)Syria 
	41 
	5 
	Maktoob 


On April 21st 2008, Israa Abdel Fattah was arrested. She was accused of masterminding a nationwide strike, but all she had done was create a virtual solidarity group on Facebook and invite some friends.  Yet her small movement had snowballed. By the day of the strike, some universities and factories reported an absentee rate as high as 80%[footnoteRef:2], and more than 80,000 Egyptians participated.[footnoteRef:3] The strike caught the Mubarak regime off guard, and brought international attention to the convergence of cutting edge technology, societal dissatisfaction, and social organization. Indeed, by the time she was arrested, 73,000 members had joined another group dedicated to a follow-up strike set for May 4th.[footnoteRef:4] Fattah was later released, but the results were clear: online social networks are the new battleground for opposition movements in the Arab world. However neither governments nor the movements are prepared to operate effectively in the new medium.  Ever since the emergence of online social networks (OSNs) in America, the younger generation of the Middle East, has been quietly joining, creating a virtual space enabling new frontiers for social interaction and protest. As Figure 1 shows, OSNs occupy a spot on the top ten most visited sites in every country in the Arab world, surpassed only by search engines and internet portals.  To put this in perspective with other forms of media, the top media site in Egypt, Al-Ahram, is ranked 24th. The top government site, the Ministry of Education, is ranked 40th, and the top religious site is ranked at 68th.[footnoteRef:5]  Online social networks are beginning to make a social equivalent to peer to peer digital networks which have proven to be nearly indestructible over the past 8 years.  [2:  (Abdul-Raouf)]  [3:  (Mansour)]  [4:  (Kasinof)]  [5:  (Alexa.com)] 

In America, some have credited Facebook for Obama’s victories, both against Hillary Clinton and against republican nominee John McCain to his campaign’s deft use of Facebook.[footnoteRef:6] In the Arab world, “Social networking sites now give voices to those most marginalized in the Middle East today—young people and women.”[footnoteRef:7] OSNs present advantages to emerging movements: they avoid government control, are hard to ban, and most governments only have a vague grasp of how they work. OSNs also allow rapid and diverse communication among acquaintances and allow a viral spread of information that would be impossible in the real world.  This has led some to predict OSNs such as Facebook as a panacea for change in the Arab world. But in their analyses, most have failed to recognize the pernicious effects that social networks have on opposition movements who fail to use OSNs well. This was shown by the May 4th follow-up to the April 6th Egyptian strike, a milestone failure for Egypt’s internet based opposition. In the same way OSNs can foster momentum, their members can sap focus, foster internal divisions, and even increase apathy among disaffected populations. So far, traditional opposition movements from the Muslim Brotherhood to Democratic reformers in the UAE to Al-Qaeda extremists have universally failed to leverage OSNs. But these possible dangers make social networks all the more crucial. Marc Smith of Microsoft grandly claims grand changes from OSNs: “Whenever a communication medium lowers the costs of solving collective action dilemmas, it becomes possible for more people to pool resources. And more people pooling resources in new ways is the history of civilization in… 7 words.”[footnoteRef:8] [6:  (M. F. Dutta)]  [7:  (Eltahawy)]  [8:  (Rheingold 31)] 

For the Arab World, opposition movements in the 21st century will be defined by their ability to navigate the ever-changing environment of online social networks. By properly leveraging them, these movements can succeed. By misusing or ignoring them, these movements will rapidly become obsolete.
[bookmark: _Toc216833609]2. From 0 to 130 Million in 48 Months
[bookmark: _Toc216833610]The Birth of Online Social Networks
The history of online social networking can hardly even be called a history. Since its initial release to college students in 2004, Facebook has trounced its rivals through a combination of privacy controls, rich media interaction, and youth support. While Facebook was not the first OSN, it has globally been the most successful. An excerpt from Dan Tapscott’s Grown Up Digital exemplifies the utility of organizing and sharing information using personal acquaintances and the internet:
In January 2004, Mark Zuckerberg [Facebook’s founder] had a real-life version of a common nightmare. He was facing his first round of exams at Harvard and he hadn’t studied or read anything the professor had assigned for a first-year art history course called Rome of Augustus. Zuckerberg hadn’t even gone to class during the term. He was too busy creating a cool computer program called Facebook that would help students get to know one another and share information. Now, a few days before the exam, Zuckerberg was, in his words, “Just completely screwed.”
But he had an idea, straight out of twenty-first-century computer science. He created a Web site and put pictures from the course on it, with a little discussion beside each picture. Maybe the other students could help out by filling in the blanks. Within 24 hours, Zuckerberg’s classmates helped out alright, with notes so cogent that everyone, Zuckerberg included, passed the test with flying colors. And according to Zuckerberg, the professor didn’t see it as cheating. Instead he was “really pleased” to see the students collaborate in such a creative fashion.[footnoteRef:9] [9:  (Tapscott 39)] 

 (
Data 
Source: Alexa.com, see Appendix 1 for 
d
etails
) (
Figure 
2
: Daily Reach of Facebook from 2005-2008
)Since then, most social networks have shared a core set of features: Users sign up for the website, and are then allowed to build a ‘profile’ detailing personal information such as favorite books, hometowns, and alma matters. Members can ‘become friends’ with other users of the site, forming networks with which to share the information. Facebook includes features for picture sharing, blogging, status updates and much more, making virtually any form of information shareable. Facebook has grown at an exponential pace and now claims more than 120 million active users worldwide, 10 billion uploaded photos, and maintains an 85% market share of university students in America.[footnoteRef:10] As Howard Rheingold predicted in 2002: [10:  (Facebook)] 

The technological development of computer networks and the societal flourishing of social networks are now in a positive feedback loop. Just as the flexibility of less bounded, spatially dispersed social networks creates demand […] [it] nourishes societal transitions from little boxes to social networks.[footnoteRef:11] [11:  (Rheingold 57)] 

As Figure 2 shows, Facebook has also superseded other social networks, going from nearly invisible to the largest American OSN in under 24 months. 
[bookmark: _Toc216833611]OSNs in the Arab World
It may be tempting to believe that OSNs are a phenomenon isolated to countries with pervasive internet and tech-savvy youth. For example when discounting Facebook’s role in Egypt, Jack Shenker of The Guardian reminds us that, “Only 7.5% of Egypt's 80m citizens have stable access to the internet.”[footnoteRef:12]  But it turns out that the ‘net-generation’ is a global phenomenon which has grown faster in the Arab world than it has in America. As Figure 3 shows, many Arab countries are not far behind America in terms of the percentage of the population using Facebook. Both Lebanon and the UAE have a penetration rate of above 8%, which is more than that of America just 12 months ago. Additionally, social networking increasingly relies on the mobile phone infrastructure in less developed countries, meaning that with the increased ubiquity of smartphones, OSNs will become less reliant on traditional computer based internet access for growth.  [12:  (Shenker)] 

 (
Data Sources: Facebook Ads Engine; CIA World Factbook 
see Appendix 1 for details 
Figure 
3
: Population Penetration of Facebook in 2008
)


If we take out the temporary and diminishing influence the internet connectivity gap between the Arab world and America, a new picture emerges. Here Facebook is actually more prevalent among internet users in the Arab world than in America. As Figure 4 shows, Facebook is far more popular among internet users in countries such as Lebanon, where a staggering 35.8% of internet users are registered on Facebook. While Lebanese statistic may be skewed by Syrians digitally avoiding the Facebook ban  (
Figure 
4
: Population Penetration among Internet Users, 2008
Data 
Source
s
:
 Facebook Ads Engine; Internet World Stats
see Appendix 1 for details
 
)in their home country, other countries, such as Jordan, the UAE and Turkey all have higher penetration rates than does America.  This means that as internet usage increases, social networking will become increasingly ubiquitous and important, perhaps even more so than in America. 
	The true value of an online social network is its users. Currently, there are more than 8 million[footnoteRef:13] active Facebook users in the Arab world, but their number is growing. This rate of growth for OSNs in the Arab world is far more than in America, showing that there is more room to grow and a significant demand for OSNs. For example, Jordan has been growing at a rate of 257% over the last 8 months, making its Facebook user base more than triple inside the space of a year. Also of note is the  (
Figure 
5
: 
Annualized Facebook User Growth, March-November 2008
)fact that for every country in which statistics are available, Facebook is growing faster than it is in America, despite being an English only website in an Arabic speaking region. This is likely because even though the site’s framework is English, all of the user generated content can be Arabic. So, even the  (
Data 
Source
s
:
 Facebook Ads Engine, March 2008 and November 2008
 
)most elementary proficiency in English will allow access to the sites most valuable features, allowing continued growth. [13:  See Appendix 3] 

[bookmark: _Toc216833612]Strength in Diversity
While Facebook has been the most popular social networking site in the Arab world, it is important to remember that other OSNs are thriving. Facebook’s largest competitor in the Arab world is the online conglomerate Maktoob.com. Maktoob has also achieved impressive statistics of growth and penetration in the Arab world, receiving over 224 million web pages in the month of April 2008, making it by far the most visited Arabic website in the Arab world.[footnoteRef:14] Furthermore, a recent audit of Maktoob’s traffic statistics revealed that “The service currently reaches a monthly audience of over 1.5 Million visitors from around the region and receives over 40 million page views, making it the largest Arabic social network on the Internet.”[footnoteRef:15] Figure 1: Page Rankings (# Viewers) of Leading Social Networking Sites, By Country shows that in every Arabic speaking country save Egypt, Maktoob.com runner up in social networking site after Facebook. The skyrocketing user base of other social networking sites shows that while Facebook may not remain the king, online social networking is firmly establishing itself and will remain an integral part of youth and internet culture for the foreseeable future.   [14:  (AME Info)]  [15:  (AME Info)] 

[bookmark: _Toc216833613]
3. Traditional Benefits of a New Media
[bookmark: _Toc216833614]Can’t Stop the Signal
	With the reach of social networks into Arab society clear, OSNs represent a unique opportunity for opposition movements to form, organize, and affect change. The obvious advantage of OSNs for opposition movements is the ability to escape restrictions on the freedom of speech in older forms of information distribution including print, television, and even more modern online mediums like blogs. According to David Faris of the Arab Media Society:
In an authoritarian system in which opposing the state can earn you an arrest or worse, Facebook allows you to identify other individuals who share your antipathy to the regime, and, crucially, you can check out that persons friends list to see if they are on the up-and-up. [footnoteRef:16] [16:  (Faris)] 

While there are a growing number of examples of Facebook users that have been jailed for their activities on the site, in nearly every case it was not until activities spread to the real world did the government stepped in. This is because often, the government cannot access most sensitive information while it remains solely on the web. On Facebook, the features designed to protect American college students from overzealous ex-boyfriends have made information control robust and granular for users worldwide. As Al-Sharq Al-Awsat claims claims, the social networks are inherently more difficult for governments than everything before them:
The transition from blogs into Facebook was a smooth one, which also indicates a need for more liberated means of expression that are far removed from the institutionalized rules and regulations of traditional media. This, however, is countered by the disruption and confusion that reigns over some Arab governments by virtue of the marginalization of the traditional means of surveillance that such states are witnessing, and which are incapable of keeping up with developments in communication.[footnoteRef:17] [17:  (الشرق الأوسط Asharq Alawsat)] 

For example, photos of a protest may be shared with only a select few people while the government or general public will not be able to see them. As one Egyptian protestor said, disaffected youth are “Resorting to this virtual world because we have no space in the actual world.”[footnoteRef:18]  [18:  (Fleishman)] 

Governments are also unable to exert pressure on social networking sites to change their policies. Facebook, both the company and its servers, is in America, meaning that Arab governments cannot exert legal pressure on the company to change policies. Therefore, as long as posted content is not objectionable to the ultra-liberal standards of a group of Silicon Valley programmers, it stays. The markets in the Arab world currently generate limited ad revenue for Facebook making financial motivation minimal in the face of ideology. This stands in stark contrast to examples of Google and Yahoo acquiescing to demands by the Chinese government to maintain market share in a massive developing market. For example, when I asked Facebook employees about the Syrian ban during an interview in December 2007, the most common response was ignorance, followed by apathy. Still, this is a totally rational and natural response. Syria’s user base at the time of 38,000 was less than the number of new site members added every two hours.[footnoteRef:19] The actions of a regime halfway across the world had no impact on their bottom line, and their vision was too grand to be lost in the minute details of one country. Additionally, the OSN’s use a ‘walled garden’ strategy, in which websites require a logon and restrict access to posted information and identities.  This makes it nearly impossible for government officials to achieve usable results from ‘infiltrating’ informal online social networks without attaining a similar degree of penetration to these networks in the real world. Unlike blogs, which are accessible to everybody, the direction of information on OSN’s directed in one way. It is easy to distribute information in a credible and identified manner, but much more difficult to find the original source of information from the outside.  [19:  (Valleywag)] 

[bookmark: _Toc216833615]A Leaky Firewall
Without the ability to control users or companies involved with OSNs, governments trying to stem the flow of dissent and information have only one option before them: a total ban. At first blush, it seems surprising that so few authoritarian countries have banned online social networking sites. Presently, only Syria has banned Facebook completely. Tunisia temporarily banned the site, but backed down after two weeks when the President personally intervened against the censorship.[footnoteRef:20] Both Egypt and the UAE have considered bans, but neither has implemented them. [20:  (Al-Gasimi)] 

Why? The Syrian experience provides a convincing scenario for the effects of attempting to ban individual social networking sites. Since 2000, Syria has witnessed “A rapid Internet usage rate soaring to 4,900 percent, [which] came to be seen as a threat to the regime's stability as it exposed the Assad government to greater domestic scrutiny.”[footnoteRef:21] So the Assad government banned Facebook in reaction to “An anti-regime, e-mail spam campaign channeled through [Facebook] in 2007.”[footnoteRef:22] One year on, it would be hard to consider the ban a success. While it is true that the Facebook’s page rank in Syria has dropped from 8th before the ban to 41st today,[footnoteRef:23] “Before Facebook was blocked last November, it had 28,000 registered Syrian members. Five months after the ban, the number of Syrians with Facebook accounts rose to 34,000.” [footnoteRef:24] Worse, the ban on such a popular website has only honed the skills of savvy internet users to avoid the government filter. According to Ahmad Mohammed, a manager at Syria Room, a web company in Damascus: [21:  (Boms)]  [22:  (Boms)]  [23:  (Glass)]  [24:  (Boms)] 

It’s not that difficult to overcome these obstructions and get on to a forbidden website. It would take 30 seconds to show someone how to get past the restrictions. They’re not very sophisticated. [The bans] are more about spreading a sense of fear more than actually causing problems. Because the government can monitor web surfing through home internet connections, many Syrians have used internet cafes to browse banned sites. [footnoteRef:25] [25:  (Institute for War and Peace)] 

In fact, the Syrian grey market has responded quickly to the increased demand for averting the ban, “Many Syrian computer users would be able to [circumvent the censor] and the software you need often comes built in to PCs if you buy them here.”[footnoteRef:26] The government, playing catch up, issued a directive requiring internet cafes to take ID from customers.[footnoteRef:27] But the firewall still has many holes, and users who have a desire to access Facebook can easily do so. Even trying to relatively limited regulation of libel on Facebook is difficult. In Lebanon, Maya Mashlab points out the conundrum, “How can we make new internet regulations, especially when the number of Facebook users is more than 60 million worldwide?”[footnoteRef:28] If a government raises new laws that hamper OSN use, users switch their digital base of activities while remaining physically in the same place. [26:  (Sands)]  [27:  (Institute for War and Peace)]  [28:  (Mashlab) (See Appendix 2 #2 For Arabic source)] 

	Another problem faced by governments, and an advantage for online social network users is that even though governments can take action and implement scare tactics for an individual site, OSNs are adaptable and as a phenomenon will remain. Even though Syria now has relatively fewer Facebook users, it has the highest rank in the Arab world for Maktoob.com. By banning one site, the Syrian government has fostered the next, which is possibly even more potent for opposition movements. Unlike Facebook, Maktoob offers the site in an Arabic language version. Maktoob also focuses on its Arab user base, in contrast to Facebook’s ‘hands off’ approach. In fact it was the UAE’s ban of Google’s social networking site, Orkut, that led to the creation of Maktoob in the first place.[footnoteRef:29] A similar experience in attempting to ban an online network can be seen in America’s attempts to stifle music sharing. When the Recording Industry Association of America successfully sued and shut down the first online network Napster, many thought the battle was won. But a 2003 article in the Duke Law and Technology Review points out that “An increasing number of peer-to-peer (P2P) providers crop up overseas; it has become apparent that the file-swapping battle has really just begun.”[footnoteRef:30] Shutting down Napster led to the more popular Kazaa. Shutting down Kazaa led to bit-torrents, which are now so decentralized that it is incredibly difficult for well funded companies to track or prosecute copyright violators. These reasons keep well informed officials from pulling the trigger to ban Facebook or other popular OSNs, marking the “End of the age of information monopoly.”[footnoteRef:31]  [29:  (AME Info) ]  [30:  (Smith)]  [31:  (Ajmad))(See Appendix 2 For Arabic Source)] 

[bookmark: _Toc216833616]They Just Don’t “Get it”	
The final traditional advantage of OSNs is that opposition movements do not have to compete with the din of rhetoric from the government of previously established parties and organizations. So far, both have been entirely absent from the social networking phenomenon. An encounter at Cairo University shows the disconnect:
Prime Minister Ahmed Nazif must have been […] surprised to find himself interrupted by a heckler when he spoke to students at Cairo University last week. Nazif had been waxing lyrical about the merits of the internet, and was just in the middle of encouraging young Egyptians to use the web to express their opinions when a member of the audience stood up and loudly pointed out that all those who had followed Nazif's advice in recent weeks were now sitting behind bars. Belal Diab, the 20-year-old literature student responsible, was swiftly bundled off by security officials - but not before most of the audience had erupted into passionate applause for the young man. The prime minister's hollow praise for the internet as a tool of social empowerment in the world's most populous Arab country, and the simple way in which Diab demolished that pretence, reveals much about the ambiguous part new technology is playing in Egypt's growing opposition movement.[footnoteRef:32] [32:  (Shenker)] 

It’s not just governments that don’t get it. Egypt’s Muslim Brotherhood is just as far behind. In an interview with Al-Arabiya, Muhammad Habib, the brotherhood’s second in command, stated:
I do not think that the youth of the Muslim Brotherhood do something like this because they cannot think in this way. Our young people follow the direction of the management and they do not work separately, starting individual activities without waiting for the common decision of the movement.[footnoteRef:33] [33:  (Adnkronos)] 

This is why the Muslim brotherhood was universally cited as late to ‘jump on the train’[footnoteRef:34] of the April 4th movement, and ended up largely sidelined during the protests. Within the virtual power vacuum, the barriers of entry for movements are diminished, enabling and encouraging those who know how to disseminate information using the new medium.  [34:  (Darawish)(See Appendix 2 for Arabic source)] 

[bookmark: _Toc216833617]
4. Virtual Networks, Real Change
[bookmark: _Toc216833618]The Power of Weak Ties
	Even with all these advantages, the biggest threat of OSNs lays not in escaping the real world, but in staying tied to it. Few join Facebook to become revolutionaries or create change. Ibrahim El Houdaiby, a 25 year old member of the Muslim Brotherhood (and one of the few Brotherhood members on Facebook) says, “I never liked Facebook … I only used it to stay in touch with my friends in Egypt.”[footnoteRef:35] E. Glass of the Middle East Research Institute shows that even some prominent politicians use the site only for social reasons: [35:  (Casazza)] 

Saad Rafik Al-Hariri[…] has a Facebook profile. Unlike with U.S. politicians, Hariri’s use of Facebook is limited to the realm of social networking and his profile is only accessible to the people he permits to see it.[footnoteRef:36] [36:  (Glass)] 

This foundation of social interaction allows an individual to exchange ideas and information with numerous friends and acquaintances. Soumitra Dutta, Professor of Business and Technology at INSEAD explains that these interactions are far more diverse than what is possible in real life:
Anthropologists tell us that it’s impossible to maintain stable social relationships with more than 150 people. This is widely known as “Dunbar’s Number“, named after British anthropologist Robin Dunbar, who argued that the necessary ritual of “social grooming” breaks down in groups whose membership exceeds roughly 150. If we apply Dunbar’s figure to all social networking sites, any “friend” list that exceeds 150 is not credible — and pushes social networking into the zone rational calculation.[footnoteRef:37] [37:  (M. F. Dutta)] 

But according to one study based on Toronto, the average Facebook user has 164 friends.[footnoteRef:38]  And, it is not uncommon to see people with 500, 600, even more than 1,000. This means that through Facebook, a potential activist can access more friends and acquaintances instantaneously than the number he would be able to see in days or even weeks in the real world. Whereas traditional means of interaction demand time resources, and no small amount of risk, using Facebook makes interaction much easier. One activist in Egypt explains the draw of Facebook as an activist’s tool:  [38:  (Buzz Canuck)] 

The first time I saw that it was a better way to broadcast my videos and pictures, and I started to write notes and I found that many people would make comments on my notes, some of them 200 or 300 comments.[footnoteRef:39] [39:  (Kasinof)] 

 Even in the failed May 4th strike in Egypt, “Several thousand people were debating an issue, which is extraordinary by any standards."[footnoteRef:40]  The foundation on real world relationships draws new users to a social network, and once they have joined, they collectively become ether an audience or active participants in the ideas and actions taken by a virtual friend.  [40:  (Assosiated Press)] 

[bookmark: _Toc216833619]Linear to Exponential
Fattah probably didn’t aim to create a nationwide movement by creating a Facebook group. But once she invited her friends, and once they invited their friends, the movement materialized, and within two weeks Esraa’s Facebook group had more than 60,000 members.[footnoteRef:41] Ceran Kener explains how Facebook was essential to the formation of Young Civilians, a democratic activist group in Turkey: [41:  (Faris)] 

Before we had an office we had an Internet group. […] We have a tool for free, and we can reach people through this tool. […] Some people know Young Civilians but they were not interested in activities they just wanted to be a member of Facebook. Then they started to participate in activities, so Facebook is a very important tool.[footnoteRef:42] [42:  (Jones)] 

Indeed, Maya Mashlab compares the spread of social networks to drugs, and their users little more than junkies.[footnoteRef:43] But critics say they’ve heard it all before. Wasn’t satellite television, or internet news, or blogging supposed to be a revolutionary new model for communication? The fact remains that all of these represented the traditional broadcast distribution model.  This model is governed by Sarnoff’s Law, which states that the value of these broadcast networks is directly proportional to the number of viewers. Social networks use a different system. This is Metcalfe’s law, explained by Howard Rheingold in his prescient 2002 book Smart Mobs: [43:  (Mashlab)(See Appendix 2 #3 For Arabic Source)] 

The math is simple and is based on a fundamental property of networks: the number of potential connections between nodes grows more quickly than the number of nodes. The total value of the network where each node can reach every other node grows with the square of the number of nodes.[footnoteRef:44] [44:   (Rheingold 59)] 

Originally applied to physical networks such as telecommunications, the Metcalfe’s law holds for social networks because value in the network comes from the links between users rather than each user in isolation. For example, the ‘sub-network’ of my friends on Facebook consists of 533 nodes (people). However, the number of connections between them is far more. While I have 533 connections, this sub network has 4496 more completely independent of me. (See Figure 6: Example Sub-Network on Facebook: Interconnections between my friends. Faced with this phenomenon, it is no surprise that Economist declared blogging ‘dead’. “Traditional blog pages […] tend increasingly to belong to conventional media organizations. […] Gone, in other words, is any sense that blogging as a technology is revolutionary, subversive or otherwise exalted.”[footnoteRef:45] OSNs represent a truly different way of disseminating information and generating support, changing the ground rules used to evaluate movements of the past.  [45:   (Kluth)] 

 (
Figure 
6
: Example Sub-Network on Facebook: Interconnections between my friends.
Source: Facebook Friend Wheel
)
[bookmark: _Toc216833620]
Observers , Activists or Both?
	After virally spreading throughout a population, OSNs are especially useful at converting potential supporters into real ones. In any movement there exists a striking diversity in the willingness to participate in political opposition. This existed long before social networks, and was analyzed by Robert Huberman in Scientific American:
The events that led to the mass protests in Leipzig and Berlin and to the subsequent downfall of the East German government in November 1989 vividly illustrate the impact of such diversity on the resolution of social dilemmas. […] A conservative person would demonstrate against the government only if thousands were already committed; a revolutionary might join at the slightest sign of unrest. […] Bernhardt Prosch and Martin Abram, two sociologists from Erlangen University who studied the Liepzig demonstrations, claim that diversity in thresholds was important in triggering the mass demonstrations.[footnoteRef:46] [46:  (Huberman)] 

In America, OSNs are the most important way to break down or lower the thresholds. According to a study carried out by the nGenera foundation on the Americans between 18 and 30 in 2006:
When asked if they would like to support a candidate beyond just voting, only 35 percent said they would volunteer for the campaign. Only 11 percent said they would donate $10 or more, while fewer than half said they would attend a rally or event. What nearly 6 in 10 would do is join an online group.[footnoteRef:47] [47:  (Tapscott 246)] 

OSNs represent the lowest barrier to entry point in political activity, a trend which is only exaggerated in oppressive countries or one where attending rally can mean jail and donations of $10 can be a significant part of disposable income.  This is why Egypt’s Facebook strike was so much more effective than past efforts: it was able to elicit support from a broad base, motivating more dedicated support among strikers that otherwise would have continued to work.
[bookmark: _Toc216833621]Panacea for Democracy?
	These advantages have led some pundits to gush over the ability of OSNs to “Change not just Egypt and Saudi Arabia, but the entire region.”[footnoteRef:48] In World Policy Journal, Mona Eltahawy predicts an optimistic future in which Facebook activists have become “The thin line between rage and sheer anarchy.” [footnoteRef:49] In her article, she also predicts that these activists in the future have used all the benefits of online social networks to achieve a region wide renaissance: [48:  (Eltahawy)]  [49:  (Eltahawy)] 

[They have] organized online fundraisers and encouraged their friends to go to poor neighborhoods and help clean up after disasters. […] The activists also used Facebook to organize demonstrations and encourage each other to join nationwide strikes in support of workers protesting rising food prices and inflation.  This Facebook Generation soon became central to Egypt’s civil society, taking the reins from a Muslim Brotherhood. […] this Facebook generation—no longer mere children—began in many ways to function as a shadow government, able to mobilize and provide services that the Muslim Brotherhood had once been famous for.[footnoteRef:50] [50:  (Eltahawy)] 

Eltahawy is right to recognize the potential for online social networks to bring change, but evidence so far suggests that online social networks have been just as destructive to social movements as they have been helpful. 
[bookmark: _Toc216833622]5. Negative Effects of Online Entropy
	It is important to remember that OSNs and the members who inhabit them are not inherently interested in politics or in change. Worse, it is easy for competing voices to drown out a unified message, and many quickly discover that the momentum gained in a short time through OSNs can be lost even faster. David Faris of Arab Media and Society puts it best when he says: “While it may be possible to organize without organizations, it is not possible to organize without organization.”[footnoteRef:51] He states: [51:  (Faris)] 

It should be obvious that there is nothing inherently democratic about Facebook, which is after all a corporation with financial motives, or about blogs, which can be used by people with malicious intentions, and which can also lead to greater extremism. [footnoteRef:52] [52:  (Faris)] 

OSNs are also subject to the finicky nature of users, who expect to have their voices heard and their role acknowledged. Even then, the short attention span fostered by a space in which every action is merely a click away means that without constant updates, OSNs can drain a movement of its support base. But these pitfalls are shared by both opposition movements that use online social networks and those who do not. Pretending they don’t exist does not preclude their effects, and movements ignoring OSNs risk fragmentation or being surpassed by a different ‘cause du jour’ by erstwhile supporters. 
[bookmark: _Toc216833623]Fragmentation
The primary way that OSNs undermine opposition movements is through rampant fragmentation. This was the problem that crippled the attempts to follow the April 6th movement. Some wanted a massive follow-up strike on May 4th, while others totally rejected the idea. Worse, the movement had no clear leader, so there were multiple redundant groups running in parallel and wasting resources. Once the day of the protest came, few participated, and “The April protests that Fattah called coincided with pre-arranged strike plans among workers, but the more purely Facebook phenomenon strike called earlier this month largely petered out.”[footnoteRef:53] After the April 6th strike, Hossam el-Hamalawy of 3arabawy made clear his views as how internet based fragmentation would harm Egypt’s opposition: [53:  (Fairweather)] 

Some bloggers and facebook activists actually believed what the media said, and they think now they are the ones who hold the keys to street dissent. Others like the Islamist-leaning Labor Party went as far as founding a “provisional government” on facebook!! Well, good luck! And now the internet activists are calling for another “general strike” on May 4th to coincide with the dictator’s birthday.. What we are doing is making fools out of ourselves, destroy our credibility, confirm stereotype about bloggers being “IT nerds who sit in front of their computer screens and live in virtual reality’ remote from what goes on in the street… and cause demoralization among our supporters…[footnoteRef:54] [54:  (el-Hamalawy, Some notes on the Mahalla Uprising)] 

Even the Muslim Brotherhood has spoken about how Facebook represents a danger to their organization: 
Hamdi Hasan, […] strongly criticized the initiative of the youth group. "It is based on a campaign that does not have sense and could be read as an internal division of his movement promoted by the new generation"[footnoteRef:55] [55:  (Adnkronos)] 

This was after other leaders of the Muslim Brotherhood praised April 6th movement as a positive example of youth initiative. Because OSNs make the barrier to entry for activism almost non-existent, independently minded activists can create new movements to more fully reflect their individual position- at the cost of a united front against the status quo. 
Even once loyal activists can threaten a bourgeoning online movement. A story from the Obama campaign demonstrates how quickly online supporters can turn into stubborn obstacles: 
When one volunteer put up a MySpace page with [Obama’s] name on it, the volunteer recruited 160,000 friends. But in the view of the Obama campaign there was a snag. It might look like the messages were coming from the candidate himself. So the Obama campaign took over the sight, which angered the volunteer so much that he refused to hand over the 160,000 contacts.[footnoteRef:56] [56:  (Tapscott)] 

This provides a case of how ignoring Online Social Networks damaged a pre-established organization, even a net-savvy one. First, the Obama campaign had not established a presence on MySpace early enough, so an enterprising user to filled in the void. Once they realized their mistake, they tried to enter the social network with a top down approach. Unsurprisingly, the supporter balked and the campaign’s plan backfired, resulting in negative publicity for 160,000 potential voters. 
	Individuals opposed to the ideals of a given group can drown out a real message through satire and imitation. For example, you will find “5 Ayman al-Zawahiris, one of whom already has more than 200 friends, including Osama bin-Laden on Facebook.” [footnoteRef:57] Even if Al-Qaeda decided to attempt to use OSNs they would face a massive amount of ‘noise’ from individual users who have already repurposed the original message of Islamic extremism for personal satire. Because of the flat nature of organizations on Facebook, there is a constant pressure pushing towards diversity rather than cohesion rendering hierarchal movements to slow to react to rapid changes. [57:  (الشرق الأوسط: Asharq Alawsat)] 
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Figure 
7
: Top Facebook Search Result for “Osama bin-Laden”
)When the 15 Seconds of Fame Ends
	Another way in which OSNs can damage opposition movements is by allowing members to feel like they are participating without demanding real action. For example during the May 4th protest in Egypt “By late afternoon, of the 74,000 people who had registered on the Facebook protest page, only 15 -- three men and 12 women -- were still eager to gather for a protest.”[footnoteRef:58] In essence, this creates a free-rider problem, where members can feel like they are part of the change happening, without taking real action or risks to help others achieve it. But it is often hard to discern free riders from activists. Even the OSN involvement in Egypt’s April 6th protests started out as a sympathy group before it exploded into a nationwide phenomenon.  Jack Fairweather says that “It may be that Facebook, like the mosque, provides an essential pressure valve for frustration and discontent.”[footnoteRef:59] By letting off steam, online social networks can prevent the critical popular mass necessary for real world actions.  [58:  (Knickmeyer)]  [59:  (Fairweather)] 
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	There is one unique danger to OSNs that can cripple movements at any stage in their development. The very leaders who are willing to think big enough to start mobilizing likeminded friends and acquaintances using OSNs end up drunk with their initial successes and overextend themselves only to fail in a spectacular fashion. Despite the awe inspiring statistics, many in the May 4th movement did not remember that “The Mubarak regime is not going to fall because college students wearing funny glasses and sipping lattes start a Facebook group.”[footnoteRef:60] Yet many online activists forget this. For example, when reaching a goal of signing up 1,000 members to a group, the next goal is not 1,500 or 2,000; it is 10,000. Groups such as “Facebookists to overthrow Mubarak” are very likely to be disappointed when they remain orders of magnitude below the strength and organizational levels required to meet their goal.  Without a careful management of expectations, OSN based movements can quickly collapse under the crushing weight of their own optimism.  [60:  (Faris)] 
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Figure 
8
: OSI Network Model
)	Finally, despite the fact that using technology remains more anonymous in the Arab World than real world activism, there is no guarantee that users are absolutely secure. This is because of the fundamental architecture of the internet. Since the introduction of the internet, all computers use the TCP/IP communications protocol. This is part of the framework that describes internet communications in seven layers, starting at the physical infrastructure such as fiber optic cables all the way to individual 1’s and 0’s in the data stream of the application level. Each level represents a different aspect of the information transmitted via the internet. For the TCP/IP protocol, every quantum of information, known as a packet, contains information pertaining to levels 3-7 of the network. The best way to think about packets is to imagine each as a letter sent from one computer to another carried through and passed along by other elements of the network.  Traditional internet filters, like what operates in Syria, use level 3 of this model by reading the source and destination address of the packets. Like reading the address on an envelope, it is relatively for third parties to read the source and destination of packets, so they can content they deem objectionable. Also, they can tie source IP addresses such as a residential router to the websites they are using making a semblance of monitoring possible. But by using IP spoofing, proxies or other workarounds, these filters are relatively easy to bypass and anonymity can be relatively maintained.  
However recent developments have enabled a deeper examination of packets as they travel to their destinations. This is called Deep Packet Inspection, known as such because it attempts to examine levels 4-7 in the network model above, usually data that is only opened by the sender or the receiver. This would be akin to a third party opening and examining the contents of each envelope sent across the internet. It also means that the government is able to view the application data- the actual content- of a package and sometimes use this to reconstruct the information being sent. According to Nate Anderson, Senior Editor of Arts Technica:
Looking this closely into packets can raise privacy concerns: can DPI equipment peek inside all of these packets and assemble them into a legible record of your e-mails, web browsing, VoIP calls, and passwords? Well, yes, it can. In fact, that's exactly what companies like Narus use the technology to do, and they make a living out of selling such gear to the Saudi Arabian government, among many others.[footnoteRef:61] [61:  (Anderson)] 

Narus even advertised this fact in the following press release:
Traffic from all nodes and numerous protocols can be reassembled and viewed from a single management station or distributed across multiple stations. In addition, [NarusInsight Intercept Suite] supports a large percentage of all webmail services, including Google Gmail, MSN Hotmail, Yahoo! Mail, and Gawab Mail (English and Arabic versions).[footnoteRef:62] [62:  (Reuters)] 

This is the software that the NSA uses to monitor internet data and is truly state of the art. However, there is no advertised ability from any company or government to be able to read and decode OSN traffic, and such technology would undoubtedly be orders of magnitude more difficult. This is because OSNs utilize many different forms of communication, many of which are not based on a fixed pattern that is easily decoded, in contrast to Voip or e-mail. Also, DPI requires immense technical resources and expertise to implement. It must also be constantly changed to decode the rapidly changing ways that information passes through the internet. Furthermore, if companies such as Facebook fear that DPI harmed their business model, they would likely be able to change the method their data is sent such that it would be prohibitively difficult to read by DPI. There is an ongoing digital arms race between open-source privacy advocates and governments or companies seeking to control information. While empirical evidence suggests that OSNs are ahead of the curve, the large amount of undisclosed information regarding internet monitoring makes it a fragile and uncertain balance. 
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6. Conclusions
	Online social networks are now a permanent fixture of the internet in the Arab world, from relatively free countries such as Turkey to the most authoritarian ones such as Syria. Furthermore, they have an established and growing effect on the region’s real organizations. By combining recent growth in the Arab world with the 85% market penetration potential in America, it is clear that OSNs have a long way to go before they hit the ceiling. Facebook has already put an Arabic language version of the sight in beta testing, which will make the site accessible to everyone in the region. If it does not, regional competitors such as Maktoob  and Perfspot are waiting for an opportunity to expand. As Foucault states, “Knowledge, once used to regulate the conduct of others, entails constraint, regulation and the disciplining of practice. Thus there is no power relation without the correlative constitution of a field of knowledge.”[footnoteRef:63] As OSNs change the distribution of knowledge, they are changing the distribution of power.  Just like the mobile phone leapfrogged over fixed lines in the Middle East, social networking is set to bypass a  (
Figure 
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)free and robust media as the dominant means of disseminating information that contradicts the official view. These all mean that the inherent power of OSNs is still aggressively expanding and the movements that have emerged from the digital world are only the tip of the iceberg. [image: Lawyers' Syndicate under police siege نقابة المحامين تحت الحصار by 3arabawy - صَحـَـفي مِصـْـري.] [63:  (Foucault)] 

	Like a fire, opposition movements require different elements at different stages. There must be a spark, kindling to build the temperature, and fuel to sustain the blaze. In most Arab countries, the spark and the fuel already exist. Would be revolutionaries, both overt and furtive, are increasingly common among the younger generation. The long and growing list of grievances that many Arabs have against their economic conditions and failing governments provides these movements with a sustainable fuel. OSNs are essential because they provide the kindling between a few firebrands and general discontent.  Even though population penetration of social networks is currently in the double digits, opposition movements using OSNs do not require more than that. Not only are they incredibly difficult to censor, but also most governments do not understand how they work and often ignore the problem or apply crude tactics to combat it. Now that OSNs have taken root in the Arab world, there would be no better way for a dictator to incite massive protests movement starting online than by threatening the existence of these social networks, curbing the options available to those who seek to control information.  OSNs are also effective because they allow a far greater reach for activists through the sheer number of available contacts to each member, and the viral potential that virtual networks present. These factors combine to make OSN the most effective kindling to take a whisper of change to a blaze. 
	However OSNs can backfire. Without skilled manipulation, online movements will branch out into anarchy, burning out with little final influence. Or, leaders of emergent movements can become hubristic based on exponential short term gains and overreach, such as the May 4th strike in Egypt. Still, movements not engaged in OSNs will be harmed by online fallout, as the Muslim Brotherhood witnessed in both strikes.  In the April 6th strikes they were caught off guard and sidelined by one of the most successful protests in years. In the May 4th strikes, the failure of the movement likely made potential Brotherhood sympathizers more wary of the government and sapped the strength Brotherhood allies. It may be possible for some denizens of OSNs to ignore ‘politics’ but it will be impossible for politics to avoid online social networks. With or without permission, communities will form on social networks. These can either augment the capabilities of opposition movements, or directly compete with them. As the youth who are currently forming networks become the powerful in Arab society, their virtual connections will also become the backbone and means of propagation for opposition movements of the future. 
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Appendix 1, Data Sources
Figure 1: Page Rankings (# Viewers) of Leading Social Networking Sites, By Country	1
Pulled from Alexa.com on November 22nd 2008 ranking statistics for individual countries
Figure 2: Daily Reach of Facebook from 2005-2008	4
Based on "Daily Reach", a metric calculated by Alexa.com to mean the number of users on the internet on a given day that accessed a specific website. 
Figure 3: Population Penetration of Facebook in 2008	6
Population Figures based on CIA World Facebook Data
Facebook statistics recorded from the Facebook Ads engine November 22nd 2008. Although Facebook does not give details on how they calculate these numbers, it is commonly thought to be the number of users active within the past month.
Figure 4: Population Penetration among Internet Users, 2008	7
Internet User statistics from national statistics from internetworldstats.com
Figure 5: Annualized Facebook User Growth, March-November 2008	8
Facebook statistics recorded from the Facebook Ads engine November 22nd 2008. Although Facebook does not give details on how they calculate these numbers, it is commonly thought to be the number of users active within the past month.
Figure 6: Example Sub-Network on Facebook: Interconnections between my friends.	20
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Figure 8: OSI Network Model	27
Figure 9: Protests in Cairo on April 6th	30

Facebook statistics From the Facebook Ads engine on November 22nd 2008 and March 8th 2008. March Statistics via http://thekillerattitude.com/labels/facebookstats.html.

Note: Bahrain, Qatar, Iraq, Oman, and Yemen were not included due to insufficient numbers for the Facebook Ads Engine. Syria is not an option for countries within the Facebook menu, which may lead to aberrations for the number of users who are claimed to be Lebanese. 
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Appendix 2, Arabic Sources
١. ? " ولكن هل «يبشر » بعهد جديد من الجرائم الالكترونية خصوصا ان عدد مستخدمي «فيس بوك» فاق  60 مليونا عالميا؟ وهل يمكن التحدث عن جرم في «مجتمع افتراضي» أم ان الجرم هنا يكون «افتراضيا» ايضا ولا يسمح بالتالي للضحية بالمطالبة بأي تعويض
٢. صحيح أن "زمن الاحتكار الإعلامي انتهى" بفضل تلك المدونات، كما قال الأستاذ أبورمان، لكنني أجادل أن عهد تعميم فرص التأثير في رأي المجتمعات، باستخدام تلك المدونات أيضاً، لم يبدأ بعد في العالم العربي. ثمة تفاوت طبعاً بين مجتمع عربي وآخر، إذ يبدو المجتمع المصري مثلاً مستفيداً -إلى حد ما- من الفرص التي تتيحها المدونات في العالم العربي، وكذلك المجتمع السعودي، ويتضح أن للأمر علاقة بالخصوصية الوطنية، والحاجة الفردية لمصادر إعلامية حرّة، فمصر تشهد حراكاً اجتماعياً نشطاً نسبياً، قياساً إلى الدول العربية الأخرى
٣.  هذه المجتمعات بآثارها مشابهة للمخدرات التي تنقل متعاطيها من عالم الى آخر». مواقع لمجتمعات افتراضية سرعان ما تُحوّل مستخدميها مدمنين
٤. وستجد خمسة اسماء تحت قناع  وصور أيمن الظواهري، وعلى قائمة أصدقائه أكثر من 200 صديق، من ضمنهم أسامة بن لادن
٥. طرف ثالث مشكوك  في ولائه  لمصر هو جماعة الاخوان المسلمين التي حاولت القفز على قطار ظلت واقفة تتفرج  عليه حتى نجح قادته في تحريكه يوم 6 ابريل متجاوزا العقبات، فحاولت بانتهازيتها المعهودة ان «تتشعبط» في القطار وترفع راياتها المستوردة من الخارج عليه
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Appendix 3, Raw Data

	Country Name
	FB Users Feb 08
	FB Users Nov 2008
	Country Population
	Internet Access

	US
	22429620
	32184120
	301068724.8
	220,141,969

	Israel
	342560
	645900
	6427016.886
	3,700,000

	UAE
	250620
	395360
	4443617.021
	2,300,000

	Lebanon
	220320
	340340
	3927272.727
	950,000

	Turkey
	2255700
	5336440
	71157728.71
	26,500,000

	Kuwait
	27160
	80460
	2514814.815
	900,000

	Jordan
	55560
	198820
	6039130.435
	1,126,700

	Egypt
	515980
	782360
	80621875
	8,620,000

	Saudi Arabia
	162840
	245100
	27600000
	6,200,000

	Region
	3488180
	8024780
	
	46,596,700

	Syria
	NA
	NA
	
	2,132,000

	Iraq
	NA
	NA
	
	54,000



